2 Creating New CCQAS 2.8 User Accounts

The deployment of CCQAS 2.8 which introduced the online privilege application,
review, and approval functionality, significantly expanded the number of CCQAS users
relative to previous versions of the application. In addition to the administrative
personnel who use the credentials and risk management functionality, providers who are
applying for clinical privileges and those personnel who are responsible for reviewing,
approving, and granting clinical privileges also require accessto CCQAS. The
responsibility for creating user accounts for each of these individualsin the military
treatment facility (MTF) or unit belongs to the CC/MSSP/CM who, in all probability,
will aso be the designated MTF or unit CCQAS Administrator and User Account
Manager.

All individuals who require access to CCQAS and do not yet have a user account are
considered “new CCQAS users.” Thisincludes all new providers who are beginning
to work in the military health system for the first time, providers who are currently
privileged to render patient care, staff members who are directly involved in review and
approval of privilege applications, and others. The manner in which each CCQAS user
account is created will depend on the user’ srole in the privileging process. The creation
of new user accounts may be initiated in one of three ways:

e A prospective user may self-register for anew user account. The request formis

then processed by the CC/MSSP/CM viathe “ Applicant Processing” function

(Sections 2.1 and 2.3)
e The CC/MSSP/CM may create anew user account through the “User Processing”
function (Sections 2.2 and 2.3)

e The CC/MSSP/CM may initiate the creation of a user account for a provider with
an existing credentials record in CCQAS viathe Credentialing module (Section
2.4)

The sections below discuss the creation of a new user account by each of these methods.
The on-going management and modification of user accounts is addressed in Section 3 of
this guide.

2.1 Self-Service Registration

Any prospective CCQAS user may apply online for an account using the self-service

registration function. The online registration form is accessed from the CCQAS logon
screen, by clicking <Registration> (see Exhibit 2.1-1).
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*You have accessed a Department of Defenze (DoD) Computer System. Please read the WARNING belov. If you are not an authorized user of this DoD Computer System, then
you must leave now.

This is a DoD computer system. This computer system, which includes all related equipment, networks, and network devices (specifically including access to the internet), are
provided only for official U.S. government business. DoD computer systems may be monitored by autherized personnel to ensure that their use is authorized, for management of
the system, to facilitate protection against unauthorized access, and to verify security procedures. Monitoring includes *hacker” attacks to test or verify the security of this

system against use by unauthorized persons. During these activities, information stored on this system may be examined, copied and used for authorized purposes and data or
programs may be placed into this system. Therefore, information you place on this system is not private. Use of this DoD computer system, authorized or unautherized,
constitutes consent to official monitoring of this system. Unauthorized use of a DoD) computer system may subject you to criminal prosecution. Evidence of unauthorized use
collected during menitoring may be provided to appropriate persennel for administrative, criminl, or other action.

Browser Guidelines

Internet Explorer Version 6.0 {Service Pack 1} is required for this application to function property. This product is free to downioad and use.
Note: To defermine your browser version, go to the very top of your browser and click "Help” on the Menu Bar. From the drop down menu, Click “About Internet Explorer”

For Additional Assistance
Please address all questions regarding CCQAS to include System Security, System Operation, Training, Functional and Technical issues, System Errors, Userid and Passwords, Access
Issues and Recommendations to the MHS Help Desk, phone: 1-800-500-8332 (CONUS}.

Exhibit 2.1-1. CCQAS User Registration Button

Instructions for completing the online form are provided at the top of the screen. Those
data fields labeled with red text are required in order for CCQAS to accept the
application.

) Centraliced Credentials and Quakily Assurance System - Mirosall Interned Explorer =100

T requeat a COOAS user B a
The COGAS Sscurty Uanage

4 havee been ansighed, yo il be solified s emal

Sywtem Rmumst

supervisor, CCQAS Securty Manager, or piher indhvideal within your activty who wil vakdate the requirement

. dividul isted
artirs, ths nformation will b used to valdatelverity B request

Process || Resst || PvtFom || cance |

Exhibit 2.1-2. CCQAS User Registration Screen

The requirements for completing the registration form will vary depending upon the
value selected for “User Type”. For the purposes of user account creation, applicants are
classified either as “Provider Applicant” or as*“Other (Module Users).”

The applicant should select “User Type = Provider Applicant” if they are a provider who
requires access to CCQAS for the purpose of requesting clinical privileges or submitting
their credentials as a member of the Clinical Support Staff. When “User Type =
Provider Applicant” is selected, “Person ID Type” becomes arequired field and the
applicant must then enter either his or her Social Security Number or Foreign
Identification Number. This number will eventually become the unique identifier for the
provider’s credentials record in CCQAS. When “User Type = Provider Applicant,” the
user is also required to designate himself or herself asamilitary or civilian provider.
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Exhibit 2.1-3. CCQAS User Registration Screen — Provider Applicant

Note: Applicants should designate their “ Status = Military Provider” if they are
applying for privileges or Clinical Support Staff positions at the designated
facility or unit as uniformed service members (active duty service members,
reserve or guard providers on annual training, service members on temporary
assignment, or deployed service members. Applicants who apply to render
patient care as civilian employees or contractors at that facility or unit should
designate their “ Status = Civilian Provider.”

Applicants should select “User Type = Other (Module Users)” (Exhibit 2.1-4) if they
will review or approve applications for clinical privileges, or if they are administrative
staff members who require access to CCQAS for the purpose of managing credentials
records or other functions supported by the Risk Management or Adverse Actions
functionality in CCQAS. If “User Type = Other (Module Users)” is selected, applicants
are required to select the modules to which they are requesting access. Reviewers of
privileging applications, the Privileging Authority, personnel responsible for generating
and reviewing clinical performance appraisals, personnel who approve state license
waiver requests, and staff members who manage facility privilege lists should request
access to the Privileging module.

7} Centralized Credentials and Quality Assurance System - Microsoft Internet Explorer =10l x|

INSTRUCTIONS

To request a CCQAS user ID and password, complete the sections below. After completing the required sections, ciick the PROCESS button to transmit your request. Once a user ID and password have been assigned, you wil be notified via emai
The CCOAS Security Manager at your activity wil then grant permissions to your user ID, enabling you to access specific data and functions within CCQAS based upon your work assignment,

REGISTRATION
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Enter the following information for the commander, supervisor, CCOAS Security Manager, or other individual within your acitivity who wil validate the requirement for the above listed individual to access CCOAS. In the event that the individual isted
above is unknown to the respecitve Headquarters, this information wil be used to validatefverify the request.

Last Name: First Name: Widdle Name:
Comm Phone: DSN Phone; Email
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Process |  Reset || PrintForm || Cancel |

Exhibit 2.1-4. CCQAS User Registration Screen — Other (Module Users)
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Note: If “User Type = Other (Module Users)” is selected, the applicant is not
required to enter Person ID Type or Person ID. Thesefields are only required if
“User Type = Provider Applicants” is selected.

All applicants must specify the UIC for their application. The UIC search function
contains only privileging UICs. The UIC associated with the location where the
provider, reviewer, or staff member will be working should be selected.

Though not al remaining fields on the form are labeled with red text, applicants should
be encouraged to populate the form as much as possible, since the information on this
form will be used by the CC/MSSP/CM to verify the applicant’ s identity and need for
system access. An accurate email addressis critical, since the applicant will be issued an
individual userid and temporary password via email.

After al information has been entered on the form, the applicant clicks <Process> (see
Exhibit 2.1-4). The application isthen sent to the CCQAS Administrator for processing.

/3 Centralized Credentials and Quality Assurance System - Microsoft Internet Explorer =181 x|

L “A Worldwide Credentialing, Privileging, Risk Management, and
¥ CCOAS —

Adverse Actions System Supporting Medical Personnel Readiness”

& Handwiting %7 Drawing Pad | (2) | =
COMNFIRMATION

If you haven't received your USERID and PASSWORD within 48 hours, please contact your Service Representative.

For Additional Assistance
Please address all questions regarding CCQAS to include System Security, System Operation, Training, Functional and Technical issues, System Errors, Userid and Passwords, Access lssues and Recommendations to the MHS Help
Desk, phone: 1-800-800-9332 (CONUS),

Exhibit 2.1-5. CCQAS Registration Confirmation Screen

CCQAS will return a confirmation of application submission which may either be printed
or closed by the applicant (see Exhibit 2.1-5). When <Close> is selected, the applicant
will be returned to the log in screen.

2.2 CC/MSSP/CM-Generated Applications
The CC/MSSP/CM may wish to create the CCQAS user account directly, without
requiring the applicant to complete the online registration form. In this method, the

CC/MSSP/CM may create anew user account directly viathe “User Processing” function
which is accessed through the * System” main menu (Exhibit 2.2-1).
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Exhibit 2.2-1. User Processing Menu Item

The*“User Listing” screen will be returned.

s Veruon L8 - Centraksed Credentiaks Qualily Assurance System - Microsoll internel Explorer

A Risk and
Adverse Actions System Supporting Medical Personnel Resdiness”

[Uer Linting
| Hame |__usero | Type | Primary i | Posiion | 1 Primary Eral | Last Logon | Expration | Temporary | Account Locked | identionaly Licked

+ |ADuM, ADUN SQTADUN Wodule D00 ces@eam.com 0112008 05445 AN 0BES2008 Mo o e
| [oean vania BEANY Wodul | W2LEAL dorotny, Soreaus army.md DUNZO06 096 ZT AN | 0SOTZ006 Mo Ho ™
|+ |euzz, cuzz cuzz Nodul | WOO3AA clen@esn.com OSZ006 01515 PM ONIH005 Mo Ho e
|+ |euza, cuzs cuzl oduls | WOGIAA )2 clesgasn. com GO0 011055 PU D206 Mo Ho ™
|+ |cuze, cuze Cu24 Nodule  WOOQIAA (111)222.3333 clesiBes com DRS0ME Mo Mo He
[T [, Litr JUCEL Modul | WILBAA (295)BAESS55 clesi@umee com CANOTO0GDRSESS AN | OROAGO0R Mo Ho ™
[+ |paz paz pas Module | WOO3AA (111}222.3333 cleatQasew com e/ 1PE0E 0T 4T 38 AN 0ETS005 Mo ™ ™
|+ |PanvaLs, pargvais PAREVALE Module | WOO3AA (11)2223333  cles@esercom 102006 01:3055 U 4252008 Mo Ho ™
|+ |panrevis,. panngvis PARREVIS Wodule | WOG3AA (112223333 clest@esmr.com QA0 01:26:43 P 1252005 Mo Ho ™
|+ |parreve, parrEvis PRAREVIE Module  WOOIAA (11} 222-3333  clesi@esme.com DOTIATZO06 011551 P 0BTIT00E Mo Mo o
|+ [revEweRe, REVEWERS) REVEWERSD  Wodul | WOO3AA (11)222-3930 clessanr.com DATIZO0E 0T AR AM | OBZS2006  |Mo Ho e
|+ |reveweas, aeventas REVEWERA  Moduls | WOGIAA (11)2223330  clessasnr.com CUNI00E OTASEZ AN |OMGSO00E  |Mo Ho ™
I+ 5 Nodule  WOOIAA (111)222.3333 clesiBos com GRM 12008 0T 4427 AM SRS Mo Mo Ko
I 3 Nodule  WOOQIAA (111)222-3333 __clesi@enay com _CDETNE C20T 2P DR2S20ME Mo L He
[+] LT, : Module | WOO3AA (111} 222333 (705 user has acerss o e standovd Modkies Lo 1 53 10 ant BE2ET005 Mo Mo ™
[+] A8, £ Module | WOO3AA (11)2223333  cles@esercom OANR008 0741 B0 AN |0AGS008 Mo Ho ™
|+ |reeLe. Funce RPPLESSTISG  Dusl  WOO3AA (210) 2217511 nco mann@amesd army = DANR008 0T 1B 0 AM | OMOTR008 Mo Ho ™
[ :\ml.m. BLACK WALNUTE Nogule | WaLEAS (607} 339-0849  dorotny. fores Gus. ammy.mi Q812008 072634 M PH0ATO05 | Mo Mo ™

Record Count: 18 Asauser | Chse | searcnuser |

ate:

There are 3 wiys 1o open a users recerd

1. Doubie cick the ecsrd

2. Cikck o0 M AT B the = of the Fecond 1o disglay the Geten menu.
| 2. Right cick anywhars on I resert to daslly T ogtion menu

Exhibit 2.2-2. User Listing Screen

Addition of anew user may be initiated by clicking “ Add User” at the bottom of the
screen (Exhibit 2.2-2).

A Risk and
Adverse Actions System Supporting Medieal Personnel Readiness”

User Type [ Provier spckcam =]
i fomazan

User Informaten
Persan D Type: =]

Person 0 Contirm Person O

Last Hame: First lame: Mt intiat|

Gender ™ gl © Famaie Brtn Dte =]
Brann Type - Biome
States:  wsary Provider  Civilan Provider

Admmmlraive
405 - Active Cuty Stalf {non Training)
AFT . OST 1 AFT

Process || Cancel |

W5 - Cvil Service Employee
Out of Service Traning / Deterred | Re-de
Drlleg Resdy Ressrve

ASTnstraion d

Exhibit 2.2-3. User Application Screen
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The User Application screen isreturned. The CCQAS Administrator will then complete
the application on behalf of the applicant according to the guidance provided in Section
2.1. Anadditiona datafield, Provider Type, which describes the capacity in which the
applicant will be functioning at the designated UIC, must be populated in order to move
forward with the processing of the new user account.

Aslong asthe CC/MSSP/CM has already validated the applicant’ s need to access
CCQAS and the level of permissions required, the application may then be processed by
clicking <Process> (see Exhibit 2.2-3). A discussion of processing applications for new
user accountsis presented in the following section.

2.3 Processing Applications for New CCQAS Users

2.3.1 Verifying Applicants’ Need for Access to CCQAS

The CC/MSSP/CM who is assigned the responsibility for managing user accounts at a
facility or unit must verify each applicant’s need for accessto CCQAS prior to processing
the request for a user account. It isimportant for the CC/MSSP/CM to clearly understand
the applicant’s job responsibilities and role in the privileging process in order to assign
the correct permissions to the account. The CC/MSSP/CM should confirm the ‘ need to
access with the appropriate supervisor in the same department where the applicant will
be using CCQAS.

2.3.2 Processing the Application

CCQAS will alert the CC/MSSP/CM to new requests for user accounts with a message
(Exhibit 2.3-1) which will display when the CC/MSSP/CM logs onto CCQAS.

5|

1 There is 1 applicant waiting to be processed.
LY

Exhibit 2.3-1. New Applicant Message

Once logged in, the CC/MSSP/CM may process a new user’s application by selecting
“Applicant Processing” from the System menu (Exhibit 2.3-2).

Note: “Applicant Processing” will only be used to process applications submitted
viathe self-service registration screen. If the CC/MSSP/CM initiates the new
user account through the “User Processing” screen, the application will be
processed directly from within the “User Processing” functionality.
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Exhibit 2.3-2. Applicant Processing Menu Item

The new application record may be opened by selecting <Process> from the hidden
menu of actions for the applicant’s record.

/3 CCQAS Version 2.8 - Centralized Credentials Quality Assurance System - Microsoft Internet Explorer

o "A Worldwide Credentialing, Risk Management, and ecurity
? CCQAS Adverse Actions System Supporting Medical Personnel Readiness” WOG3AA

|
=

| Hame: Tyee | uc | Phone | Email Date Applied | =]
R T TER Provider WoazAA Home: (310) 3334444 Ramena Wontgomery@us army.mi 0810972005

Provider WOO3AA Personal Mobile: (210) 207-2722 scott.arcand@us.army. mil 08i09/2006

‘—————]{clik on the arrow to display the option menu. |

Record Count: 2 Close Search Appiicants.

Note:

There are 3 options to Process an applicant.

1. Double click the record

2. Click on the arrow to the left of the record to display the option menu
3. Right click anywhere on the record to display the option menu.

Exhibit 2.3-3. Applicant Processing Screen

The “User Application” is returned (Exhibit 2.3-4), displaying the information submitted
by the applicant.

Note: From this point forward, the processing of the application is the same
regardless of whether the applicant applied for the user account viathe self-
service registration screen, or the user account was created by the CC/M SSP/CM
through the “User Processing” screen.
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A valuefor “Provider Type” which describes the capacity in which the applicant will be
functioning at the indicated UIC, must be selected from the pick list. Updatesto the
applicant’ s personal information may also be made on this screen. Click <Save> and
then <Process> to set up the permissions for the applicant’s new user account. Once
<Process> is selected, the user will receive a message (Exhibit 2.3-5) that anew user’s
account has been added to CCQAS.

Exhibit 2.3-5. User Added Message
2.3.3 User Accounts for New Provider Applicants

Once the user has been added to CCQAS, the user’ s account is presented on the “Update
User” screen as a series of tabs.

T CLUAS Verson L8 - Centrahzed Credentials Quably Assurance System - Microsolt Internet Explorer
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First Hame: [CROCOLATE Ml Hams:
5 Gender: T upie % Femain Posticn:
Prone: (310) 3334448 Emai Ramon Unrtrgdus army =
Add ! Update Phane A3 | Updsie Lmad
Save I Clens |

Exhibit 2.3-6. Demographics Tab for a Provider Applicant
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Thefirst of the three tabs, the “Demographics’ tab, will be used in the future to update
the user’s personal information, lock and unlock the user’s account, and issue new
passwords to the user as necessary. The user account displayed on the “ Demographics’
tab in Exhibit 2.3-6 is an account for a provider.

Note: If the applicant isaProvider Applicant, no further action isneeded. The
creation of the user account has been completed. The provider will receive their
userid and password via two separate emails sent to the email address listed on the
Demographicstab. They will also receive athird email notification, indicating
the presence of an item in their work list with “Task = Complete Application”.
Thework list isdiscussed in detail in Section 5. If the application isfor an Other
(Module User), processing must be continued to designate the role and
permissions that are assigned to the user’s account. This action will be described
in more detail in the next section.

The second of the three tabs, the “MTF” tab, provides two important pieces of
information. The upper portion of the screen lists the UICs for the facilities and units
where the user requires access to CCQAS as an Other (Module user). The user in Exhibit
2.3-7 isaprovider applicant only, and therefore has no UICs listed in this section of the
screen.

B LCQAS Versn 28 - Centrakeed Credentiab Qualily Assurance System - Hicrosolt Intermet Explarer

[Update User - CHERRY, CHOCOLATE ]

Desogahica | wT | permssions |

O These UTF(s) are granied &3 medule level aczess for s wper sccsunt The permiasions may be customazed for oo

Notes Permissions are cumulative.
HSEAT ncudes UPDATE and READ |
G

T Exhibit 2.3-7. MTF Tab for a Provider Applicant

The UICs listed on the lower portion of the screen are the facilities and units where the
user, in therole of aprovider, holds clinical privileges or where an application for clinical
privilegesis currently under review. The provider in Exhibit 2.3-7 has one privilege
application in progress at one UIC. This privilege application was created when the user
was granted access to CCQAS as a Provider Applicant.

The third tab, the “ Permissions’ tab (Exhibit 2.3-8), iswhere roles and permissions are
assigned to the user’ s account.
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Exhibit 2.3-8. Permissions Tab for a Provider Applicant

For Provider Applicants, no roles or permissions need to be configured for their user
account. By processing the application as described above, the provider will
automatically be granted the appropriate level of access needed to complete and submit
applications for clinical privileges and the provider’s 1% E-Application for clinical
privileges will automatically generate (Section 5). Once created, additional roles as an
Other (Module Users) may be added to the provider’s user account. The process of
adding roles to an existing account is discussed in Section 3.

2.3.4 User Accounts for Other (Module Users)

The “Demographics’ tab for Other (Module Users) is similar to that for Provider
Applicants, but also includes an indication of the CCQAS modules to which the user has

access.

T CLUAS Verson L8 - Centrahzed Credentials Quably Assurance System - Microsolt Internet Explorer
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Exhibit 2.3-9. Demographics Tab for an Other (Module Users)
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The user account displayed on the “ Demographics’ tab in Exhibit 2.3-9 is an account for
auser who requested access to the “ Credentialing” and “ Privileging” modulesin
CCQAS.

The upper portion of the*“MTF” tab lists the UIC where the Other (Module Users) was
granted access to CCQAS. Thisrecord was automatically created by CCQAS when the
user was granted access to CCQAS. If the user has accessto CCQAS at more than one
facility or unit, multiple UICs will be displayed here.

The lower portion of the screen will reflect the facilities or units where the user, in the
role of aprovider, holds clinical privileges or where an application for clinical privileges
iscurrently under review. The provider in Exhibit 2.3-10 has access as an Other (Module
User) at UIC WOQ3AA and no active privilege applications anywhere in CCQAS.

/) CCQAS Version 2.8 - Centralized Credentials Quality Assurance System - Microsoft Internet Explorer Py ] 3}

7 CCQAS

Submit Ticket | Security Briefing | Logoff |
WOQ3AA

“A Worldwide Credentialing, Risk Management, and
Adverse Actions System Supporting Medical Personnel Readiness”

(.

[update user — PAB, PAB ]
Demographics | TF Permissions
[Woa3As || Add WOQ3AA
© These WTF(s) are granted as module level access for this user account, The permissions may be customized for each MTF and can be set on the Permissions tab.
uc |Hame |ty State
WOQ3AA BEAUMONT ARNY MED CTR ™
Chose ‘

Exhibit 2.3-10. MTF Tab for an Other (Module Users)

To add another MTF for an Other (Module User), smply enter the UIC in the field
provided for it and click the button next to it. Disregard the fact that “Add [UIC]” is
already on the button. After you click this button, another field will appear next to it,
labeled “Primary UIC”, and the field will have adrop-down list of all UICsto which the
user has been granted access. (Exhibit 2.3-11)
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Exhibit 2.3-11. MTF Tab Showing Multiple UICs for an Other (Module) User

The individual permissions for Other (Module Users) for each UIC are assigned on the
Permissions tab (Exhibit 2.3-12).

T CLUAS Verson L8 - Centrahzed Credentials Quably Assurance System - Microsolt Internet Explorer

Risk
Adverse Actions System Supporting Medical Personnel Resdiness”

Priviaging Rnports Syste Helo

Privileging Mocule (o™ * Yes
PAC (o™ & ven
cvo (L™ © Yes
Revsewer ™) Yoy
Privileging Authossty = Ny © ves
PAR Lvalustor & he C¥es
PAR Reviewer & na T ves
CLP Adménistrator & ne T ves
State License Waiver Endorser & o T ves
mmw’nnm Save I Lose |
DELETE inciudes NSERT, UPDATE and READ

Exhibit 2.3-12. Access Permissions to Privileging Module for Other (Module) User
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Each user will be granted a specific set of permissions based on their rolein the
privileging process. The CCQAS 2.8 privileging module defines eight unique rolesto
which are attached a pre-defined set of permissions for the Privileging module:

CC/MSSP/CM (Credentials Coordinator[Army]/Medical Staff Services
Professional [Navy]/Credentials Manager[AF]): Professional Affairs office
staff who are responsible for ensuring providers credentials are in order, for
tracking and managing the review and approval of an application for clinical
privileges, and for managing CCQAS user accounts for their facility or unit

CVO (Credentials Verification Office): Credentias Verification Office staff
members or other credentialing personnel who perform the primary source
verification (PSV) of provider credentialing data; PSV function may also be
performed by individuals who are assigned the CC/M SSP/CM role

Reviewer: Clinical staff privileging committee members who have been assigned
the responsibility for reviewing and recommending actions on applications for
privileges. Reviewers may include the provider’s supervisor, the specialty,
service or section chief, the department chair, and/or the members and chair of the
executive committee of the medical (dental) staff (ECOMS/ECODS)

PA (Privileging Authority): Usually the medical treatment facility (MTF)
commander or other designated person who is responsible for final approval of
applications for clinical privileges

CLP Administrator: Theindividual(s) who has or have been assigned
responsibility for managing the privilege catalog at their unit or facility.
Depending on the size of the MTF or other determining factors, thisrole may also
be played by the CC/MSSP/CM. The privilege catalog is based on common
language privileging, hence the abbreviation “ CLP”

PAR Evaluator: Supervisors, service chiefs, department chairs or other clinical
personnel who are responsible for completing and submitting a performance
assessment report (PAR) on a provider

PAR Reviewer: Clinical staff members who are responsible for reviewing a
PAR submitted by a PAR evaluator

SLW (State License Waiver) Endorser: Person at the MTF (usually the
privileging authority) or Command (usually the Command Surgeon) who is
responsible for review and approval of physician SLW requests. Authority to
approve the SLW is usually delegated to such an individual from the Office of the
Assistant Secretary of Defense for Health Affairs (OASD/HA)

All permissions will default to “No™, so that action must be taken only on permissions
that should be granted to the user. With the exception of the CC/MSSP/CM and CVO
roles, most users only require access to the Privileging module and the permissions may
be set by selecting the appropriate radio buttons for each role that the user will perform.

Note: When granting access to the Privileging module, it isimportant to select
the ““Yes™ radio button for Privileging Module, in addition to the individual
role(s) that need to be assigned to the user. Thiswill ensure that the user has
access to the Privileging main menu when they log into CCQAS.
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Persons performing the CC/MSSP/CM and CV O roles typically require accessto
multiple modules to include Privileging, Credentialing, System Administration, and
Reporting modules. Access to these other modules may be granted by designating tab-
and screen-level permissions for the other modules listed on the Permissions tab.

The Service administrator, or whoever the Service designates as the system administrator
for CCQAS, should pay specia attention to the permissions within the System Admin
and Reporting tabs especially for the CVO if it isrequired to perform batch NPDB
gueries. The “Batch NPDB Request Flag” permission in the System Admin tab and the
“NPDB Query” permission within the Reporting tab (Exhibits 2.3-13 and 2.3-14) should
be enabled for the CVO if it isintended for this office to perform batch NPDB queries.

2 https:Hccgasval2B.csd. disa.mil - CCQAS Version 2.8 - Centralized Credentials Quality Assurance - Microsoft Internet Explorer

"A Worldwide Credentialing, Risk Management, and
Adverse Actions System Supporting Medical Personnel Readiness™

Privileging

[update User -- GRANDY, FRED |

Demographics | MTF ” Permissions
#* Thiz Iz the MTF for these specified Permissions *+ | AMOJFQCL »
Credentials ‘ Privileging | Risk Mansgement ‘ Adverse Actions " System Admin ‘ Repotting |
User Accounts &) Nane O Read O Update Oinsert O Delete
User Permissions (o] O ves
L= Parameters Mail (o] O ves
MTF Contacts (Sl Oives
Reverse Conversion (o] O ves
Provider File Status Lookup (Havy Only) @hio QO ves
Provider Remarks Lookup @Nu OYes
Batch HPDB Request Flag @ Mo O Yes
Reset Password (Help Desk) @ Mo O Yes
Hote: Permizsions are cumulative.
INSERT includes UPDATE and READ Save Close
DELETE include= INSERT, UPDATE, and READ

&) cogas S @ Intermet

Exhibit 2.3-13. Access Permissions Within the System Admin Tab

CCQAS 2.8 Training Guide 2-14 30 September 2006



| https:/ccgasval28.csd. disa.mil - CCQAS Yersion 2.8 - Centralized Credentials Quality Assurance - Microsoft Internet Explorer

"A Worldwide Credentialing, Risk Management, and
Adverse Actions System Supporting Medical Personnel Readiness”

Privileging

[update User -- GRANDY, FRED |

Demographics | MTF ” Permissions

% Thiz = the MTF for these specified Permizsions ** | AMOJFQCL v

Credertials ‘ Privileging | Rizk Management Adverse Actions | System Admin ” Reporting
Adverse Actions Ad-hoc @ Mo O Yes
Adverse Actions Reports @ Mo O Yes
Credentials Ad-hoc [o]" Ovves
Credentials Reports (O Oves
Letters [T Crves
NPDE Query ®no Oves
Risk Management Ad-hoc @ No O'ves
Risk Management Reports @ o Oves

Hote: Permissions are cumulative.

INSERT includes UPDATE and READ Save Close

DELETE includes INSERT, UPDATE, and READ

&) cooas 2 @ Internet

Exhibit 2.3-14. Access Permissions Within the Reporting Tab

User Management within CCQAS allows anyone who has permission or permissions to
grant other users permission(s) equal to what the “grantor” already holds. Permission to
access the Risk Management and Adverse Actions modules (Exhibit 2.3-15 and 2.3-16),
for example, cannot be granted by a CC/MSSP/CM or CV O who does not him- or herself
have permission to access these modul es/tabs/screens. CC/M SSP/CMs who have been
assigned the responsibility of processing CCQAS user accounts should have the
capability to grant any of the roles on the “Privileging” tab to users at their respective
units. Their ability to grant permissions to the “ Credentialing” and other CCQAS
modules, however, will be limited to only those permissions that they themselves hold.
CCQASwill not allow a CC/MSSP/CM to grant to others permissions in these modules
that are more expansive than their own.
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2 https:Hccgasval2B.csd. disa.mil - CCQAS Version 2.8 - Centralized Credentials Quality Assurance - Microsoft Internet Explorer

A Worldwide Credentialing, Risk Management, and
Adverse Actions System Supporting Medical Personnel Readiness™

[update User -- GRANDY, FRED |

Demographics | MTF ” Permissions ‘
2 Thiz = the MTF for these specified Permissions **

Credentials ‘ Privileging " Rizk Management ‘ Adverse Actions System Admin Reporting |
Transaction Log &I Ma O es )
Claim Module |
Claim Management @ Mo O Yes
Releasing @ Mo O Yes
Ouerview (*) Read O Update O insert
Location (&) Mone ' Read O Update Olinsert C Delete
Patient (&) Mone O Read O Update Oinsert ' Delete
Claimant (& None O Read O Update Oinsert C Delete
Provider (& Mane O FRead O Updiate O insert O Delete
Claim Assessment @ Nore O Read O Update O linsert O Delete
Diagnosis / Procedure (&) Mane OFRead O Updlate Olnsert O Delete
Attribution | Act or Omission ® Nore O Read O Update Olinsert O Delete
Legal ® Mone O Read ClUpdate
0156 ® Nore O Read O Update Olinsert O Delete )
Admin Tracker (® Nore O Read O Update ~

e
DELETE include= INSERT, UPDATE, and READ

&) cogas S @ Intermet

Exhibit 2.3-15. Access Permissions within the Risk Management Tab
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2 https:Hccgasval2B.csd. disa.mil - CCQAS Version 2.8 - Centralized Credentials Quality Assurance - Microsoft Internet Explorer

Submit Ticket | Security Briefin

2 "A Worldwide Credentialing, Risk Management, and
ccms Adverse Actions System Supporti Medlical Personnel Readiness" AMOJFOCL

Credertialing Privilzging Sy |

[update User -- GRANDY, FRED |

Demographics | MTF ” Permissions
#* Thiz Iz the MTF for these specified Permissions *+ | AMOJFQCL »
Credentials ‘ Privileging | FRizk hansgement ” Adverse Actions System Admin Reporting

Adverse Action Module @ No O Yes
Transaction Log @ No O Yes
Releasing (oI O ves
Adverse Action Case ) Read O Updste Olingert O Delete
Initial Action (&) Mone O Read O Upcste Crinsert O Delete
Investigation @ Mone O Read O Upifate O Inzert O Delete
ucm (O O Read O Upeste Orinzert O Delete
Professional Review @ Mone O Read O Upciate O Inzert O Delete
PA Decision ) pone O Resd O Update Orinzert O Delete
Appeal ® Mone ORead O Upaste
Regional Review @ Mone O Read O Upciate
OTSG Review (&) Mone ' Read O Update Crinsert ) Delete
Decision Summary (&) Mone ' Read

Hote: Permizsions are cumulative.

INSERT includes UPDATE and READ Save Close

DELETE include= INSERT, UPDATE, and READ

&) cogas S @ Intermet

Exhibit 2.3-16. Access Permissions within the Adverse Actions Tab

The permissions may be saved to the user account by clicking <Save> and then <Close>
to complete the processing of the application.

Once created, the role of Provider and additional roles as Other (Module Users) may be
added to the user’ s account. The process of adding roles to an existing account is
addressed in Section 3.

2.4 Generating User Accounts from Existing Provider Credentials Records

CCQAS alows CC/MSSP/CMs to generate a user account for providers who already
have an active credentials record in the CCQAS database. To initiate this process, the
CC/MSSP/CM will perform a search for the provider’s record in the Credentialing
module. On the “ Search Results’ tab, click on the hidden menu of actions for the
provider’s credentials record and select “ Grant Provider Access’ (Exhibit 2.4-1).

Note: The*"Grant Provider Access’ option can also be used for providers with

access to CCQAS as an Other (Module Users) but who have not as yet been
granted access as “Provider Applicant”.
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3 CCQAS Version 2.8 - Centralized Credentials Quality Assurance System - Microsoft Internet Explorer

T CCQAS

Submit Ticket | Securily Briefing | Logoff|
162594

c Risk and
Adverse Actions System Supporting Medical Personnel Readiness"

Credentils Provider Search | Advanced Search | Search Resuls | Add Credentals Provider |

2 [Name [ssn luc  rype [Bren [crps [statis [StartDate  [EndDate [Fromuic |AsgnUIC [Provider Type: Provider Status | Status Date_|CS5 [Dept [work Center
» | Andre, Linton 2747474 | NG2594 | CRED Curent | 0812:2006 W62594 | Non-Personal Service Contractor No
T 61426.38% | N62594 |CRED | N11 |MSC | Curent | 0BD1/2006 NE2584 | Active Duty Staff (non Training) No

L open
Intiate PCS.
Intiate ICTB

Deactivate Provider

Letters.

Exhibit 2.4-1. Grant Provider Access Menu ltem

CCQAS will use the information inside the provider’ s credentials record to create the
new user account, and return the CC/MSSP/CM to the “User Application” screen (see
Exhibit 2.3-4). The CC/MSSP/CM may then proceed with processing the user account,
as described in Section 2.3.

The “Grant Provider Access’ function has several important features:

e Thisfunction will only associate the Provider role with the user account; it cannot
be used to grant other roles such as Reviewer, or Privileging Authority to the
individual

e Thisfunction may only be performed once. The menu item will disappear once
an active credentials record has been associated with a user account

e Theprovider's 1¥ E-Application for clinical privileges will automatically
generate. This application will be prepopulated with the credentials data from
hi’her current credentials record (see Chapter 5 for a discussion of the 1% E-
Application)

Once created, additional rolesasa*“Privileging” module user may be added to the
provider’s user account. The process of adding roles to an existing account is addressed
in Section 3.

2.5 Receiving a New Userid and Temporary Password

Once a new user account has been set up, CCQAS will notify the new user of their userid
and atemporary password via an automated email message. Passwords for CCQAS are
automatically generated and consist of arandom string of characters, numbers, and
symbols that conform with DoD Information Systems security requirements as follows:

e Eight charactersin length
Contain at least one uppercase | etter
Contain at least one lower case |etter
Contain at least one number
Contain at least one specia character

The userid and the password are both case-sensitive.
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Note: Do not use the Caps L ock feature when entering the userid and password.

The userid and temporary password issued to a new user will be valid for 90 days from
the date the account was created. |f the new user does not log onto the application at
least once within this 90 day time period, the CCQA S-issued password will be
deactivated and the user will have to request a new password from the CC/M SSP/CM.

2.6 Accessing CCQAS for the First Time

A number of actions are required the first time a user accesses CCQAS. These include:
e Loading security certificates
e Reviewing and acknowledging the security briefing
e Changing the temporary password
e Verifying user roles and permissions

Optional actions that help users streamline their access to the CCQAS include:
e Creating adesktop icon for CCQAS
e Changing the start page

Each of these actions is described in the sections bel ow.

2.6.1 Loading Security Certificates

Certain rules pertaining to security have to be adhered to when accessing an automated
information system within the Department of Defense network. When accessing CCQAS
for the first time, network protocols may present the first-time user with a message
requiring the loading of security certificates into his’her computer to protect datathat is
sent across the Internet. The user will be brought to another link for instructions and a
wizard function for these certificates which must be downloaded and retained in the
user’s computer hard drive prior to using CCQAS.

2.6.2 Logging onto CCQAS

Tolog onto CCQAS, the user enters their userid and password in the appropriate fields
on the Log-on screen (Exhibit 2.6-1) and clicks <Login>. Both the userid and password
for CCQAS are case sensitive. Usethe [Shift] key, rather than the [Caps Lock] key. The
userid is always upper case.
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 Lentralzed Lredentials and Quality Assurance System - Microsoft Intemet Leplorer -|0] x|

- cem A Worldwide Credentisling, Privileging, Risk Management, and

Adverse Actions System Supporting Medieal Peraanne Readiness”

Enler your user name B0 SA33wW0rd 10 login. Fiease note that passwords ARL case-senstne,
User Hame: ||
Passwerd:

Loga cancel |

Warning and Usage Statement

1102 Protected Status
CCaAs Senstive b ) hat is sutyect fu the Privacy Act of 1884, As such, copying. printing or distribuling data frem CCQAS o support administrative functuns & authorized in Dol Regulation S400.11.R.
Depariment of Defense Privacy Program, dated August 1983, Appendcs C. paragranh A “Houtine Use - Law Enfecement™ and Chacter 4, “Disciogure of Perscnal Infeemation Te Other Agencies and Third Parties.” Certain information contained
wiEn CCOAS is sScesaibie under the Freedom of Infermabion Act, Dither Ermaton & Dreseited from kgal discovery Under e crovisions of e 10, Unbed States Code, secton 1102 No 0iher disribeton & permitted without the exoress wrien
permission 0f e Tricare Management Acsvity Functional Proponent or Service COOAS Repres 3, who wil pp BN opinien reganding n nformation

Unclassitied, Sensitive, Privacy Act Use Only

Infsrmation contaned in this, System is sesiect 10 the Privacy Act of 1574 (51U 5.C 5570, 13 amended) Only autharized prrssas in the cescsct of 0fficnl busheas may use personal nformation contnined in this syatem. Any ndhidusl respenaiie
far misuse of may be subject lv fne of w bo 35.000.

Health Inaurance Portabality Ana Accourtability Act Warning

MGy enbfiatie heath NTOMMATON N this System is SubCt 10 The Heal y and Actof 1556, TI 2 of Health and Human Services Frivacy Ruke in régerd 1o that act, and Do0 6025.18-R, Dol Heam
Wiamason Privacy Reguiabon ™ This Ifarmabon may eoly be ussa andior disciossd in 430ct confonmance with That sulhaorty. The MHS 8 requsred o and will asoly 8DDROGriate sancticns against inaiituals who fad o COMOlY Wi B8 Drivacy pokcks
and pcedures.

For Addibonal Assistance
Please sdiress al guestons regarding CODAS to mclude System Securly, System Operaton, Traming, Functiunal and Technical ssues, System Errors, Userd and Passwords. Access issues and Recommendatons 1o the WHS Hel Dest, phone. 1.300-600.
FEIRZ (COWS)

Exhibit 2.6-1. Log-On Screen
If the user unsuccessfully attempts to log on more than three times, their user account will
receive a message that their account has been locked. The user must contact their
CC/MSSP/CM or the CCQAS Helpdesk to have their account unlocked before
proceeding.
2.6.3 Security Briefing

Upon logging on, the user will be presented with a security briefing (Exhibit 2.6-2).
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3 https:{ /{democcqas.sabcdisa.mil/Secured { Security-Briefing.asp - Microsoft Internet Ex; - |EI|1|
Veeeas . :

ing And Risk

g System

Security Briefing - Version 1.0

Before proceeding into the CCQAS Web application, users must acknowledge that they are aware of the security requirements
associated with using this system.

CCOAS SYSTEM DESCRIPTION

CCQAS 2.7 (ASMR) iz a credentialing and risk management information system that provides a single, Tri-Service, repozitory of information concerning
active duty and reserve clinicians’ licenses, training, continuing medical education, board cerifications, medical malpractice insurance, and medical incidents,|
including potential compensatory events. The system provides standard and ad hoc reporting capability. The repository i= accessible via a browser.

CCOAS CONTACT INFORMATION

Plea=e address all guestions regarding CCQAS to include System Security, System Operation, Training, Functional and Technical iszues, System Errors,
U=erid and Passwords, Access lzsues and Recommendations to the MHS Help Desk, phone: 1-800-600-8332 (CONUS) . In the event of an unresponsive
Help Desk, pleaze contact the CCOAS Project Office, Re=ources IT Program O ffice, at (703) 5756781 or e-mail Robert. Connore@tma.ced.mil You may wigh
to write thiz information down for further reference.

CCQAS ACCESS

Access to CCOAS iz limited to military personnel, government employees, and contractors a=signed by the MTF or services to process and/or administer the|
quality azsurance program. Mo other individuals may access the system without the express permission of the Tricare Management Activity Functional
Proponent or applicable CCOAS Service Representatives. Access within the system is restricted to the lowest level neceszary for the user to perform their
job.

CCQAS USERID AND PASSWORD CONTROLS

Perzsonnel accessing the system are required to maintain their own userid and password. The holder of the userid and password is the only authorized
uzer of the uzerid. Personnel may not use another person’s uzerid and pas=word or allow another person to use their uzerid and password. The =haring of}
uzeride iz expre=sly prohibited.

Users may not store userids or passwords on any microcomputer or magnetic media. Users will alert the help desk or functional propenent immediately if
they suspect that their userid or password may have been compromized.

[CCOAS 00D SFCURMY PRACTICES | =l

" Exhibit 2.6-'2.'Securi'ty _B'riefing |

The user must read the briefing, acknowledge their understanding of the information it
contains by selecting the appropriate radio button at the bottom of the briefing, and
clicking <Submit>. After doing so, the logon process will be completed.

2.6.4 Changing a Temporary Password

Upon logging on for the first time, the user will be prompted to change their temporary
password (the userid will remain unchanged). CCQAS will randomly generate a new
password for the user. The user hasto click on the <I like this password> button if the
password is acceptable; otherwise the system will generate a new one every time the

<I do not like this password> button is clicked. Once this new password is issued, it
will be known only to the user; the CM/M SSP/CC will not have any record of the new
password. The userid and new password should be committed to memory by the user.
The storage of thisinformation in written form on or around the user’ s workstation puts
the integrity of the password at risk. Once assigned, an active password will be valid for
90 days.

2.7 Frequently Asked Questions

FAQ: A user received their userid and temporary password via email afew weeks ago,
but CCQAS will not accept the password that was given to them. What should | do?
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Answer: If more than 90 days have lapsed since the user received the email message
containing their new userid and temporary password, then their password has expired and
anew temporary password will need to be issued. This can be done through the “User
Processing” function. Open the System menu and select “User Processing”. Then open
the user’ s account and click <Issue New Password> on the “Demographics’ tab. The
user will then receive a new temporary password viaan email message. The user will
then have 90 daysto log on to CCQAS using the temporary password and select a new
password.

FAQ: A user's CCQAS password has expired. What should | do?

Answer: If auser’s password has expired, a new temporary password will need to be
issued. Follow the guidance provided in the previous FAQ to issue the new password.

FAQ: A user forgot their password. What should | do?

Answer: If auser has forgotten their password, a new temporary password will need to
beissued. Follow the guidance provided in the first FAQ to issue the new password.

FAQ: CCQASwill not allow one of my usersto log in, but | know they are using avalid
password. What should | do?

Answer: If auserid and password are both current and valid, it islikely that the user’s
account has been locked. An account will be locked after three consecutive logon
attempts fail using the same userid. Most often, lock outs occur as aresult of user error
when entering the case-sensitive password. Please consult Section 3 of the guide for a
discussion of locking and unlocking accounts.
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